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1, The centralisation of considerable amounts of Agency control

information and machine processes undar your divection raises the
fundamental issue of security snd compartmentation.

2. Would you please take steps to develop a security procedurs

in concert with the Office of Security which provides for defined areas
of compartmentation. This procedure ghould establish limited access
to information programmed inte OCS machine systems oA & need-to-
__know basis. These restrictions apply both within your own office as
“~ well as between and among Deputy Directorates. 1 would envisage a
_—.list of authorized peraons who may request data. Sucha "higot" list
“ should be rigidly enforced to obtain the desired compartmantation.

3, Please prepare for my approval the necassary instruction

md ground rules to effect the foregoing by | April 1964.

(signed) Lyman B. Kirkpatrick

Lyman B, Kirkpatrick
Executive Director -Compiroller

Retyped O/ ExDir:1h {10 Mar 64) R

D’g:gbgt%oﬁ;ddressees, 1- ExDir;\l; ER,i‘:l - BPAM
NSE DATE: 1 April 1964 -

(GLASSIFICATION)
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Date
TO Deputy Directox/Science & Technology
Attention: Assistant Director for Computer Serxvices
Deputy Director/Support
Attention: Director of Security
SUBJECT : Security Compartmentation of Computer Data
REFERENCE:
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MEMORANDUM ?onsv Executiva pirector - Comptroller

SUBJECT

REFERENCE

3 Security Compartmentation Within
ocs, DD/S&T

¢+ Your Action Memorandum No. A-365,
dated 16 March 1964, same subject

This memorandum submits
recommendations for your approval;
these recommendations are con-
tained in paragraphs 4 and 3.

1. 1In response to the referenced Action Memorandum,

attached arxe:

-

Ce

Jer rﬂﬂi 4%Zﬁff’}¢%33é‘§‘" \

gstatf study on gacurity Qggggrtﬁugtation
Within OCS, Dg{g&T, which covers in some

detail present and poassible compartmenta-
tion practices for ocs.

Attachment A to the Staff study, which
contains for your approval instructions
for OCS on security compartmentation
procedures~-as you requested in Your
Action Msmorandum.

Attachment B to the sStaff Study, a list
of OCS projects, which gives some idea
of the present range of OCS tasks.

R )
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2. We have reviewed the Staff Study and its attached
~ Instructions and believe the procedures outlined are
adequate for the safe handling of data processed by OCS.

3. Security procedures within OC8 will surely be
further refined as the Office gonsolidates its resources
and procedures and as security practices for all CIA
machine processing are delineated by the Handbook,
already in process, on Security Procedures for Automatic
pata Processing in CIA, the preparation of which is recom-
mended in the Staff Study.

4. Ve recommend your approval of the attach
: smpartmantation of Data Within
DD/3&T will instruct the

guarding of materials processed by 0OCS which require
special compartmentation.

5. We further recommend that the Office of Security,
with the assistance of OCS and othexr components as appropri-
ate, prepare a Bandbook on security procedures for automatic
data processing in CIA.

*
-

(signad) H. Gnien ')f_.“n,;*f‘

P

e ———— v

ALBERT D. WHEELON . L. K. WHITE
Deputy Director Deputy Directorx

{Science & Technology) (Support)

Attachment:

N
gtaff Study on Compartmentation w/attachments — %ﬁl\uﬁl FP ogs

(SEE PAGE § FOR CONCURRENCES & APPROVAL)
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CENTRAL INTELLIGENCE AGENCY

OFFICE OF CENTRAL REFERENCE

3 April 1964

MEMORANDUM FOR: Assistant to the DD/1 (Administration)

ATTENTION:
SUBJECT: Security Compartmentation Within OCS8, DD/8&T
REFERENCE: gtaff Study, same subject, dated 26 March 1964

1. Referenced study represents a good approach to & problem with which this
office, particularly gpecial Register, is most familiar. There is, 1 think, one
major omission which we can only fiag now and attend to in detail as 25X
develops, viz., the control procedures invelved in OCS support {(via compu T
to OCR central reference activities. For that matter, there are implications
which pre-dats[ ____|implementation in that certain OCR card files have now
been converted to magnetic tape, and others will be converted if it appears that
this will resuit in more efficient service.

2. In other words, OCR has by regulation certain dissemination responsibilities
{cf with distribution limitations on pg. 9, para. 3.e..1.) and all-source information
retrieval responsibilities, and these, plus USIB Community agreements on the
dissemination and use of intelligense and inteiligence information (DCID 1/7,
[ Jetc.) must be taken into account in prescribing ground rules for access
to data stored in computer memories. In computer-based joformation retrieval,
OCS is backstopping OCR and the tapes are/will be one other medium (in addition
to hard copy documents, microfiim, abstracts, dossiers, etc.) on which information
is stored for retrieval. Cf course, this information must be protected, but access,
at least by information specialists, to general information files across sources is mandatory
I'm sure OCS agrees, but the abzence of this kind of comsideration in what may become
a security bible needs to be noted.
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3. The paper does not refer to tndexers or data analysts ;n pﬁ :; it
seems somewhat weak on the subject of contractor access; and ¢ m ghtbe
trengthened by proposing the establishment first of a basic pre ::; a
;istributlon plan with production offices, to be followed by name lisis
special controls or exceptions to the basic plan.

4. Finally, Ifeel quite strongly that since OCR will rely for i:c::
undetermined and posaibly prolonged time on OCS equipment t: ais:fomnﬁon sored
performance of its mission, and decisions conce&i;:sbeacr;c;:mzt ps OCB.

Le) ’
computers are and, to a greater extent,
?:t\?rcesdiscug‘;icm on this subject should involve direct OCR participation.

Executive AuimﬁtJ

ce: Mr,|
25X1 Ccss
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HEMORANDUN FOR: Executive ﬂirédgoruﬁomptrolxer Eracutins Raciey /r
. C T A

SUBJECT: Security Compartgontation of computer(zitfé?j@f

Data relating to iandestine Services :

Personnol
RATFERBNCE: gtaff Study on Security Compartmontation

within CCS,»BH/&&T, dated March 1904

1. ‘The "Instpuctioss for Special Compartrentation of
Data within OCS, Do/SET, ™ (attachment A of refuremce), will
significantly improve the security of sensitive 1pformaticn
nandled by 0C8. I believe that the procedures set forth
therein should, with some slight caanges, be put tptc offect
witiiout delay. I canact concur fully with the ”!nstruqtigns,”
nowaver, hecause they do not appear t¢ #§C far opough towards
providiang for the compartmentation of information about
Clandestine Bervices persounel . It is my view that data

 which reveals the identities of o andestine Services

perscunel should be peparated irom that concerulmg tne rest

of the Agemnecy.  This ianformation should be OD separate tapes
and those tapes shoujd be unier the security conkrol of tae
riandestine Bervices. 1 recommend that immediate #top& be
taen to accomplish tha above. -

2., Wy coaanrranue”iu the proposed vIpstructions” 18
quatified by the following:

a. The hamdling of information relating tu
© Ciandestine Bervices personnel and activities
shalil be accomplished or determined by the
c1andestine Services and not the office of
origim 1% the office of origin is mot the
¢ andestine Bervices.

b. All Clamdestine Services dats procassed by
" oCS shall receive Spe 1al1 cumpartmentation,
(Boe pars. © of the ;nairum¥§on85.

¢, As soon as it becuwaes feasib:e to do BO, the

S

. . ..
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. vicee, instead of the oftice of
gi?:::rtia: so:: ce g cial storage gor tapes
or ea%&ﬁ%%‘iﬂaﬂm (Ses para.
6.b.(2) ghe Isstructioms).

; thori-
. The adostine dervices will approve aut >
a %ﬁtinglists paming individuals who reyuir:s
sccoss to CS data,. (5es para 6.0.(1) of the
Instructions).

itor the
- representative of the C8 will wm
o :rintont of ¢s data (See pars. 6.C.(4) of the
Instructions).

o ¢£. The disseminatioan of priantouts of C8 dats

ices
ted by the Clandestine Serv
' :is:: ;:r:f.t:ie.w) of the fastructions).

Richard Holms
Deputy Director for Plans

s11 g o .
B L O TR T
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